PROTECTING MINING OPERATIONS FROM EVOLVING CYBER THREATS
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Australian-based surface and underground metals mine
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Enable safe and secure replication of data from the critical network to the enterprise network. Monitor
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critical network screens in real time and access the critical network in a controlled way.
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Secures control system network perimeters from external threats with hardware-enforced
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Unidirectional Security Gateways, enabling enterprise-wide visibility for operations status and
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monitoring data.

CYBER THREATS TO THE MINING INDUSTRY
Increasing digitalization and automation of the mining industry improves the safety of miners, reduces costs, and promotes
operational efficiencies. However, these improvements can also expose interconnected mine control systems to remote
manipulation and sophisticated cyber-attacks such as targeted ransomware. Today’s mines need to stay safe in a steadily
worsening cyber threat environment.

THE CHALLENGE

WATERFALL SOLUTION

RESULTS & BENEFITS

Enable safe visibility of operational
data from the mine’s operational
network in the enterprise network. In
addition, monitor the screens of
critical operations workstations in real
time, without incurring cyber risks to
continuous, correct and efficient
mining operations.

A Waterfall Unidirectional Security
Gateway was installed between the
mining control system and the
enterprise
network.
Unidirectional
Gateway software replicates an OPC
server and a Syslog Server from critical
control networks to the enterprise.
Enterprise clients interact normally and
bi-directionally with the replicas.

Security: The operations network is
now physically protected from cyber
threats emanating from external,
Internet-exposed networks.

Modern mining operations employ a
wide range of sensors and equipment
to safely extract ore, transport it to
processing plants and process the
minerals or metals from the ore.
Protecting these mission critical
operations with only software firewalls
not enough in today’s threat
environment, because all software
can be compromised.

In addition, a Waterfall Remote Screen
View connector was deployed, enabling
users on the enterprise networks to
monitor screens in the shaft network.

Visibility:
Enterprise
users
and
applications can see all operations data
that is authorized to be shared with the
enterprise
network.
Waterfall’s
Unidirectional
Security
Gateways
provide access to critical operations
data without providing access to
critical mining systems.
Compatibility: Enterprise users and
applications
access
the
replicas
seamlessly
and
bi-directionally.
Unidirectional Gateways are plug-andplay replacements for firewalls.

THEORY OF OPERATION
Waterfall Unidirectional Security Gateways replace firewalls in OT network environments, providing absolute protection to control
systems and industrial control networks from attacks emanating from external less-trusted networks. Waterfall Gateways
contain both hardware and software components. The gateway hardware is physically able to transmit information in only one
direction – out of the control and shaft networks to enterprise and Internet networks. The gateway software replicates servers and
emulates devices. External users and applications use the replica systems normally and bi-directionally.
Waterfall products enable deep visibility into operations data and operations networks for enterprise users and systems, as well as for
Internet-based websites, applications and cloud service providers. With Waterfall products deployed, such visibility is safe from
attacks originating on these external networks because of the physically unidirectional nature of the gateway products. Waterfall
Unidirectional Gateways and related products provide safe access to mining and shaft data, without providing access to controlcritical systems.
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Safe, continuous monitoring of operations networks from enterprisemanaged, central platforms
Strong physical protection for mining processes, reliable and quality
production, and personnel safety
Safe remote supervision of changes to protected systems
Central enterprise security and performance monitoring for OT
networks and applications
Real time OPC data is available to business network users and
applications via the enterprise historian
Eliminates risks to reliability, worker safety and public safety due to
external cyber attacks

INFO@ WATERFALL - SECURI T Y. COM

WWW.WATERFALL-SECURITY.COM

ABOUT WATERFALL SECURITY SOLUTIONS
Waterfall Security Solutions is the OT security company, producing a family of Unidirectional Gateway technologies and products that enable enterprisewide visibility for operations, with disciplined control. Waterfall products represent an evolutionary alternative to firewalls. The company’s growing list of
customers includes national infrastructures, power plants, nuclear plants, off and on shore oil and gas facilities, refineries, manufacturing plants, utility
companies, and many more. Deployed throughout North America, Europe, the Middle East and Asia, Waterfall products support the widest range of
leading industrial remote monitoring platforms, applications, databases and protocols in the market. For more information, please contact info@waterfallsecurity.com
Waterfall’s products are covered by U.S. Patents 8,223,205 ,7,649,452, and by other pending patent applications in the US and other countries. “Waterfall”, the Waterfall Logo, “Stronger than Firewalls”, “In Logs We Trust”,
“Unidirectional CloudConnect”, and “CloudConnect, and “One Way to Connect” are trademarks of Waterfall Security Solutions Ltd. All other trademarks mentioned above are the property of their respective owners.
Waterfall Security reserves the right to change the content at any time without notice. Waterfall Security makes no commitment to update content and assumes no responsibility for any mistakes in this document.
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