TERFALL

fonger Than Fire

B

SECURING POWER GENERATION AT
NEW BRUNSWICK POWER

PARTNERING WITH ENERGIE NB POWER TO SECURE
PRODUCTION AND ASSURE COMPLIANCE

D

Energie NB Power

End Customer Energie NB Power

Secure, safe and continuous operation of power production networks in all power plants,
while enabling real-time OT monitoring and compliance with NERC-CIP regulatory
security requirements.

Customer
Requirement

Waterfall's
Unidirectional

Waterfall Unidirectional Gateways were deployed to separate the OT and enterprise
networks. All business and operational applications — especially ICCP / Pl servers — continue

Solution to operate reliably to ensure smooth operation and maintenance of power stations.

PROTECTING RELIABILITY AND ENSURING COMPLIANCE AT POWER GENERATION SITES

Energie NB Power supplies wholesale energy products in a competitive environment. Electricity is
generated at 14 hydro, coal, oil, and diesel-powered stations, with an installed net capacity of 3,142 MW,
comprised of 1724 MW thermal, 893 MW hydro and 525 MW combustion turbines. Energie NB Power's
industrial and corporate networks support power generation plants as well as business offices, all with
different business needs. From these networks, the OSlsoft PI™ application and ICCP protocol are used
for monitoring of the power stations.

THE CHALLENGE

Energie NB Power wanted to
prevent cyber attacks that could
result in power outages, loss of
revenues and physical damage to
equipment. The company was
also challenged with the task of
complying with NERC-CIP
standards and  cyber-security
requirements.

The business determined that
using firewalls to allow real-time
data flows from a control network
to an enterprise network
introduced unacceptable risks to
safe, correct, continuous and
efficient power generation
operations.

WATERFALL SOLUTION

Waterfall Unidirectional Security
Gateways were deployed at each
power plant, along with Waterfall's
OSlsoft Pl and ICCP server
replications.

The Waterfall Gateways replicated
Pl servers and |ICCP servers
unidirectionally from each plant’s
OT network to the Energie NB
Power enterprise network. On this
external network, users and
applications continue to interact
normally and bi-directionally with
the replica servers.

BENEFITS

Security: Absolute protection from
online attacks originating on the IT
network, and from Internet-based
attacks.

Visibility: Online access to real-time
operations data, with no change in
end-user or business application-
integration procedures.

Compliance: Reduced NERC CIP
compliance costs for Energie NB
Power.

Operational Costs: Reduced
operating costs associated with
training, administration, audit,
testing, and monitoring costs when
compared to a firewall-based
solution.
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PRODUCTION NETWORKS ENTERPRISE NETWORKS

Waterfall Unidirectional Security Gateways replace firewalls in industrial network environments, providing
absolute protection to control systems and industrial control networks from attacks emanating from external
networks. Waterfall Gateways contain both hardware and software components. The hardware is physically
able to send information in only one direction. The software replicates servers and emulates devices. The
gateway software produces an accurate, timely replica of Pl and ICCP servers for use by enterprise and
external applications and users.

Unidirectional Gateways enable safe IT/OT integration, vendor monitoring, industrial cloud services, and
visibility into operations for modern enterprises and customers. The gateways replicate servers, emulate
industrial devices and translate industrial data to cloud formats. Unidirectional Gateway technology
represents a plug-and-play replacement for firewalls, without the vulnerabilities and maintenance issues
that always accompany firewall deployments. Replacing at least one layer of firewalls in a defense-in-depth
architecture breaks the attack path from the Internet into critical systems.

UNIDIRECTIONAL »> Dramatically reduces NERC-CIP compliance costs

SECURITY » Eliminates any risks from external cyber attacks and human errors

»» Enables secure, high throughput and real-time access to ICCP and P!

GATEWAYS server information

» Strong, physical protection for production processes and personnel
BENEF'TS safety

“Waterfall's Unidirectional Security Gateways have proven to be highly reliable and easily
integrated into our existing networks. They are instrumental in helping us comply with the
NERC-CIP standards and secure our critical assets against any type of external cyber-attack
or hacking threats” Greg Wright, Energie NB Power IT Specialist

I INFO@WATERFALL-SECURITY.COM [ | WWW.WATERFALL-SECURITY.COM [ |

ABOUT WATERFALL SECURITY SOLUTIONS

Waterfall Security Solutions is the OT security company, producing a family of Unidirectional Gateway
technologies and products that enable enterprise-wide visibility for operations, with disciplined control.
Waterfall products represent an evolutionary alternative to firewalls. The company's growing list of
customers includes national infrastructures, power plants, nuclear plants, off and on shore oil and gas
facilities, refineries, manufacturing plants, utility companies, and many more. Deployed throughout North
America, Europe, the Middle East and Asia, Waterfall products support the widest range of leading
industrial remote monitoring platforms, applications, databases and protocols in the market. For more
information, visit. Please contact: info@waterfall-security.com

Waterfall's products are covered by U.S. Patents 8,223,205 7,649,452, and by other pending patent applications in the US and other countries. “Waterfall”, the Waterfall Logo, “Stronger than Firewalls”, “In Logs We Trust”,
“Unidirectional CloudConnect”, and “CloudConnect, and “One Way to Connect” are trademarks of Waterfall Security Solutions Ltd. All other trademarks mentioned above are the property of their respective owners.
Waterfall Security reserves the right to change the content at any time without notice. Waterfall Security makes no commitment to update content and assumes no responsibility for any mistakes in this document.
Copyright © 2018 Waterfall Security Solutions Ltd. All Rights Reserved.




